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1. System Přenos 
Přenos 3.0 is a software application that allows the interconnection of communication points 
(branch offices) over the network using TCP/IP protocol (e.g. the Internet). The branches 
interconnected this way (INTRANET) can exchange data by using secure communication 
protocol (“tunnelling”).  This approach is based on a well-tested communication model 
Client/Server.  To develop the system, the latest methods and knowledge in the area of secure 
information systems, data protection and communication technologies have been used. 
 

 
Figure 1-1: Sample of system topology 
 
The software modularity and the possibility of a gradual extension of its functions by new 
script language commands allows the system to be used as a construction element for 
developing applications that need secure communication services but these are not the main 
project aims. In these situations system Přenos can not only save both resources and time 
when developing a software project but it can also increase its marketability. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Figure 1-2: System Přenos modules 
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Server  

• ≡ the server can be available from any public/private network supporting 
communication TCP/IP protocol (Internet, V-Sat, GSM, etc.) 

• ≡ direct connection to the server via a public telephone network 
• ≡ packet protocol 
• ≡ batch data transfer suitable for automation of the whole communication process 
• ≡ latest encrypting technologies providing confidentiality of transferred data and other 

security functions 
• ≡ communication protocol at the level of the application is modified even for worse 

quality telephone lines 
• ≡ “on-line” generation of received files´ certificates 
• ≡ automated server function without any attendance needed  
• ≡ automated data processing 
• ≡ script language 
• ≡ detailed information about the system function in the form of LOG files 
• ≡ client accounts´ administration module 
• ≡ module for off-line encrypting/decrypting/signing/verifying of document signatures 
• ≡ modular system  that can be extended according to user needs 
 

Client 
��access to the server from any public/private network supporting communication TCP/IP 

protocol (Internet, V-sat, GSM, etc.) 
��direct connection to the server via  a public telephone network  
��packet protocol 
��batch data transfer suitable for automation of the whole communication process 
��latest encrypting technologies providing confidentiality of transferred data and other 

security functions 
��communication protocol at the level of the application is modified even for worse 

quality telephone lines 
��automated data transfer without any attendance needed 
��postponed transfer ability 
��module for off-line encrypting/decrypting/signing/verifying of document signatures 

 

2. System Přenos Anatomy 
It is obvious from Figure 1.1 that the topology of System Přenos has the shape of 
a spider/star. The central point is the server. The server waits for a connection demand from 
the client. At the moment of the connection, the authentication process of the client and server 
is run. During this process the client’s authorization for communication is verified and also 
the server shows its credibility. After a successful verification of both sides a secure 
communication channel is created and the data can be transferred. 
 
Considering the maintenance simplification of the system and the automatization of the 
communication process, the data are transferred in batches, i.e. off-line. This means that data 
are prepared in an “off-coming mailbox” (folder) from which they are sent automatically after 
connection into a “receiving mailbox” (folder) of the counterparty.  After all data have been 
successfully sent/received, the connection is automatically terminated. The functioning of the 
communication part of the system including data processing is shown in the following 
picture: 
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Figure 2-1: System Přenos communication process 
 
Automated data processing and script language 

One of the main criteria when developing system Přenos was a simple, autonomous 
communication system working with the least possible maintenance, automated data 
processing and dynamic changes in the system functionality according to user needs. 
 
After analysing all the above mentioned criteria, a communication system based on the model 
Client/Server with batch data transfer (easy maintenance and minimal supervision of the 
system, automated data transfer) was developed, where data processing will be carried out 
mainly on the part of the server. 
 
The server works on the basis of the command file which contains a succession of commands 
of the script language. By modifying the command file, the server can change its conduct 
towards connected clients (dynamic changes in the system functionality according to user 
needs). 
 
It is obvious from Figure 2.2 that two types of command files exist: Global (GCF) and Local 
(LCF). 
 
The global command file is compulsory and its commands are carried out for each connected 
client. The only exception is a case when a client has a local command file which turns off the 
global command file. Local command file is not compulsory. If it does exist in the client 
mailbox, it is processed prior to global command file and besides, it can ban the global 
command file. 
 
This command file hierarchy allows to influence the communication server function and 
consequently data processing not only on the application level but also individually for each 
connected client. 
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Script language commands can be divided into the following categories: 
 

- commands for sending and receiving files 
- commands for file processing 
- commands for command file run control 
- commands for communication with the client 

 
The script language can be extended according to user needs and the demand of the 
application in which system Přenos is used. 
 

 
Figure 2-2: The way of command file processing 
 
System function monitoring 

Considering the expected automated functioning of the communication server and client 
without the necessity of any permanent supervision, an extensive monitoring system has been 
built into system Přenos. This system records the system states during its functioning.  The 
records are saved in LOG files where they are available for later analysis.  
 
LOG files, just like command files, have a two-step hierarchy. The first step is represented by 
a Global LOG file, where the information about connected clients, security messages, 
authentication process course etc. can be found.  The second step is a Local LOG file 
independent for each client where details about the process of script language individual 
commands, error messages to these commands etc. can be found. Picture No. 2.3 shows a part 
of the contents of a local LOG file. 
 
It is possible to control the way in which LOG files will be created: 
 

1) LOG file has the same name (MCONNECT.LOG, CONNECT.LOG).  Maximum 
size of the LOG file can be set and if it is exceeded, the existing LOG file name is 
changed to *.LO_ and a new LOG file is created.  In the system, records the size of 
which is set to be twice the maximum size of LOG file, are available. 

 
This method is convenient for system with a limited size of saving space. 
A disadvantage is the loss of information when writing over backup *.LO_ files.  

 
2) The LOG file contains a date in its name (2202MAIN.LOG, 2202XXXX.LOG). 

A number of days during which records will be made into the LOG file is set. 
After expiration of the preset time interval, a new LOG file with a new date in its 
name is created. In the system, all entries for at least one year are available.  
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This method is useful where it is necessary to keep all information about the system 
course. It is good to use it together with a convenient archive mode. A disadvantage is 
its demand for a larger disk capacity. The amount of saved data depends mainly on the 
communication traffic density. 
 

 
Figure 2-3: Sample of LOG file content 

3. Security functions 
System Přenos provides the following security functions: 
 
•  Secure authentication (identity proof) of the client. The system finds the proof of 

identity and authenticates the client by its public key.  The authentication guarantees that 
only a client who owns its own private key and nobody else can connect to the server. 

 
•  Secure concealment (confidentiality) of the transferred data. The confidentiality is 

secured by encryption of the messages. The concealment mechanism ensures that no other 
third party has access to the information transferred between the server and client. 

 
•  Transferred data integrity. The mechanism that provides data integrity means that 

information transferred between the server and the client cannot be changed or counterfeit 
by a possible attacker. 

 
•  Digital signature of important documents. This mechanism provides the sender of the 

message (in this case the client) with the possibility of “signing” the message by a digital 
signature so that the receiver of the message  (in this case the server) can unambiguously 
prove that the message was sent and signed by this very client.  The electronic signature 
also determines whether the message has been sent by the client or by a possible attacker. 
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System Přenos risk analysis 

By analysing possible risks we will suppose that around the system the entities just like in the 
following picture can be found. 
 

 
 
In this picture, three entities exist: a client, a server and an attacker.: The threats for the 
system are as follows: 
 
1) The attacker that has access to the client’s computer pretends to be the client. 
2) The attacker that has access to the transfer media (telephone line or public data network) 

taps confidential information. 
3) The attacker that has access to the transfer media modifies the transferred messages or 

puts false orders into the communication. 
 
All the above mentioned threats must be countered by any means. In the following table, an 
overview of these threats and security functions that prevent them can be seen. 
 
Threat Security functions preventing 

these threats 
The attacker that has access to the client’s 
computer pretends to be the client. 

authentication 

The attacker that has access to the transfer media 
(telephone line or public data network) taps 
confidential information. 

concealment (confidentiality) 

The attacker that has access to the transfer media 
modifies the transferred messages or puts false 
orders into the communication. 

authentication 
data integrity 
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4. System requirements 
Server 

- Windows NT 4.0 or higher 
- IBM PC or 100% compatible 
- CPU Intel 486, 100 MHz, 16MB RAM 
- 1 MB hard disk space 

 
Client 

- Windows 95 or higher, Windows NT 4.0 or higher 
- IBM PC or 100% compatible 
- CPU Intel 486, 100 MHz, 16MB RAM 
- 1 MB hard disk space 
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5. References 
 
System Přenos, or some of its parts, is used in the following applications 
 
Systém Klient 3.0 - homebanking 
 Investiční a Poštovní banka   - used since 1994, over 3000 installations 
 Waldviertler Sparkasse von 1842 - used since 1998, over 100 installations 
 
Systém Klient 3.0P – homebanking + interoffice data encryption 
 Všeobecná zdravotní pojišťovna ČR - used since 1999, 78 installations 
 
Systém Klient 2.0 – interoffice banking system 
 TopSpirit    - used since 1996, 12 installations 
 Delta pekárny    - used since 1995, 8 installations 
 
 
 
 
 
 


